by Stratus Technologies, The Availability Company® February 2008

Benefit From

VMware® Infrastructure 3 and Stratus® Servers

A Manufacturing Industry Guide to
Maximizing Application Uptime and
Minimizing Lifecycle Management Costs

@ Stratus
vmware Technologies




Abstract

With the increasing deployment of plant-level IT solutions including manufacturing execution
systems (MES), the productivity of the entire facility suffers any time those systems are down.
Managing the uptime and complexity of these application environments has never been more
vital. But it must be done while keeping technology and staff costs under control.

Virtualization is a technology being widely applied today with excellent operational and financial
results. It allows manufacturers to take advantage of computing power that would otherwise go to
waste in typical plant environments. The bottom line benefits don’t hurt, either. Fewer servers,
lower energy costs and reclamation of expensive square footage are all part of the virtualization
package. As virtualization goes mainstream, with multiple virtual machines and applications
being supported on a single server, the availability of the hardware and underlying virtualization
software becomes even more important.

This paper details nine ways the combination of VMware® Infrastructure 3 (VI3) virtualization
and Stratus® fault-tolerant ftServer® systems work together to better address challenges that range
from hardware and software failures, to ongoing maintenance and upgrades, to disaster recovery
and business continuity. Also presented is a usage scenario that shows how VMware VI3 and
Stratus ftServer systems can benefit mission-critical applications at the plant.

Continuous Availability and Virtualization in Lifecycle Management

Advanced applications such as MES, scheduling, laboratory information management systems
(LIMS), data historian, plant-level enterprise resource planning (ERP) components, quality
systems and maintenance management have become indispensable to running production and
maintaining required records at manufacturing sites. The risk and cost of service interruptions are
rising as these computer-driven applications grow more powerful, interdependent and necessary
to more processes and more workers.

To keep staffing costs down, however, companies have been reluctant to add IT staff at the plant
to support these applications. These conditions present very real challenges in managing IT
complexity, and in ensuring that unplanned outages and planned downtime for maintenance do
not undermine productivity.

Because they are engineered to promote the uptime, performance and integrity of IT-driven
operations, fault-tolerant Stratus ftServer systems have become the premier server platform for
MES and mission-critical automation projects. As virtualization gains ground in plant
environments, manufacturers can now look to Stratus for an ftServer platform based on VMware
that provides the enterprise-strength availability that these production settings demand.

Stratus has paired VMware Infrastructure 3 — the most widely deployed software suite for
optimizing and managing industry-standard IT environments through virtualization with its
continuously available ftServer systems and world-class services to provide a comprehensive
virtualization solution.
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Addressing Availability and Complexity Challenges

VMware VI3, encompassing VMware ESX Server and other components, complements Stratus
Continuous Availability servers to address availability and complexity concerns throughout the
lifecycles of manufacturing applications. The combination of VMware and Stratus' technology
innovations excels at meeting nine common challenges that span unplanned outages, planned
downtime, disaster recovery/business continuity and ongoing support.

Figure 1. VMware VI3 and Stratus Continuous Availability
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Server Hardware Failure

Unplanned outages can be caused by a range of hardware and software problems, including
server hardware failure, operating system failure and application software failure.

In the case of hardware failure, VMware ESX Server with VMware High Availability (HA) (now
included with VMware Infrastructure 3 Standard Edition) can provide automatic restart of virtual
machines running on a failed conventional server. However, users will be faced with downtime of
a few minutes or more, loss of in-process transactions and loss of in-memory application data as
well as application state information.

Stratus ftServer systems eliminate downtime associated with server hardware failures and protect
in-process transactions as well as in-memory application data. These fault-tolerant servers rely on
a duplicated hardware architecture with core CPU-memory components that run together in
lockstep. The systems automatically detect their own hardware failures and remove a
malfunctioning component from service while a partner component continues uninterrupted
operation. Proven in the field to deliver greater than 99.999% uptime, the ftServer architecture
uses Intel® Xeon® processors and industry-standard operating systems.

Operating System Failure

VMware ESX Server provides a highly reliable, small-footprint hypervisor that manages physical
x86 hardware and 1/0 devices. Operating systems, such as Microsoft® Windows®, Linux® and
x86 Solaris™, run as guests. Each virtualized guest OS instance typically runs a reduced set of
applications compared with a non-virtualized server environment. A reduction in application
interaction combined with virtualization of hardware and 1/0O dramatically reduces the complexity
of the guest OS environment, resulting in improved operating system availability. In the event of
an unpreventable OS crash, VMware ESX Server allows the associated virtual machine to be
restarted quickly for fast recovery.

Stratus Continuous Availability technology adds hardened drivers to ESX Server to further reduce
the chances of driver-induced failures. Stratus ftServer systems also recover transparently from
hardware component failures and mask these failures from the hypervisor and guest operating
systems, eliminating another possible cause of operating system failure.

Application Failure

VMware ESX Server allows applications to run in fully isolated virtual machines, eliminating
application conflicts typical of non-virtualized environments. Such conflicts are a leading cause
of application failure. This is particularly true of Windows environments, which helps explain the
predominance of those environments in the initial move to virtualization. Recovery from
unpreventable application failures can be performed rapidly by restarting the associated virtual
machine on the same server or on a different server, which minimizes application downtime.

Stratus ftServer systems further improve application availability by masking all hardware

component errors from the application and by eliminating server failures that would otherwise
introduce application downtime.
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Server Hardware Maintenance

Downtime for maintenance must be managed conscientiously to keep manufacturing production
lines from standing idle. Proper procedures and attentive execution are required to minimize how
long applications are offline, and to ensure changes do not introduce problems that escalate into
major disruptions and compromise product quality.

To allow a server to be taken offline for maintenance, VMware ESX Server allows all virtual
machines to be moved from the running server to another designated server. The VMware DRS
host maintenance mode can be used to move virtual machines online to without having to take the
application offline. After completing maintenance on the target server, virtual machines can be
moved back to the updated server to rebalance the workload within the server pool.

Stratus ftServer systems support online maintenance for most hardware maintenance operations.
This capability reduces the operational time associated with offloading and rebalancing virtual
machines for servers that must be taken down for maintenance.

Operating System Maintenance

The most common maintenance operation associated with operating systems is the application of
minor updates and patches. The introduction of new service packs, major update releases or new
operating system versions is less frequent, but can result in more significant interruptions to the
IT infrastructure.

VMware ESX Server virtualization significantly reduces downtime and improves the reliability
of operating system maintenance by allowing operating system updates, either major or minor, to
be implemented and tested in a non-disruptive virtual machine test environment that accurately
duplicates the production environment. After changes are implemented and tested, updates are
applied to the production environment by stopping production virtual machines and restarting
them using the updated virtual machine image. These steps involve only a few minutes of
downtime that can be scheduled for off-hours.

Operating system maintenance includes VMware ESX Server itself. ESX Server maintenance is
best handled by migrating all virtual machines from the target physical server to other servers
using the DRS host maintenance mode. Updates or new versions are installed on the target server,
and then the virtual machines are migrated back to the target server — again, using DRS. This
process permits ESX Server maintenance with zero application downtime but does require the
extra capacity of at least one additional server.

Application Maintenance

Application maintenance operations range from simple patches to major version upgrades that
include database structure changes. The burden of limiting the impact of application upgrades
falls on the application developer.

VMware ESX Server does provide some assistance for application upgrades. Similar to operating
system upgrades, ESX Server allows upgrades to be installed and tested within a contained virtual
machine environment and then moved into production by stopping the old virtual machines and
starting the new ones. Any database conversions must be managed separately.
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Disaster Recovery/Business Continuity

In the days when islands of automation handled production and information was recorded mainly
on paper, appropriate backup could be as simple as filing copies of product recipes offsite.
Disaster recovery is due for an update when plant operations become dependent on
manufacturing applications. A new set of considerations apply to securing and recovering that
critical information in today’s all-electronic settings.

VMware ESX Server virtualization removes the configuration dependencies of servers at the
backup site by abstracting the underlying hardware. In a traditional environment, servers at the
production and backup sites must be identical to assure application compatibility and a smooth
failover in the case of an outage with the production machine. In a virtualized environment, a
single set of equipment can be used to provide backup for applications running at multiple
production sites and the underlying hardware platform does not need to be a duplicate of the
production system. System performance should be considered to assure that the backup hardware
can meet the minimum needs for running the applications.

Benefits include significant equipment savings and reduced maintenance costs. Production virtual
machine definitions can be moved to a backup site and used with only minor edits — primarily
the assignment of different IP addresses. Disaster recovery testing is also simpler because of the
ease of configuring the virtual environment, and the flexibility to use far less hardware in a test
environment.

Figure 2: Disaster Recovery Using Virtualization
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A single disaster recovery site that supports multiple production sites becomes an option.
Virtualization removes hardware and configuration dependencies between sites and enables
five-nines availability by allowing Stratus ftServer systems to be deployed as the underlying
hardware.
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Customer Support and Service

One-stop support for VMware environments continues the Stratus tradition of 24/7, worldwide
support for critical applications in the world’s largest global corporations. A comprehensive
Stratus support offering will cover the ftServer hardware and software, VMware ESX Server and
both Windows and Red Hat® Enterprise Linux guest operating systems. Support will be available
for other operating systems as well. Guest OS support may be obtained directly from the OS
supplier or from another supplier.

These support services will make use of the Stratus ActiveService™ network for proactive,
remotely enabled event resolution:

e The VMware ESX Server Subscription Service will include the unique capability of root-
cause analysis for any problems associated with ESX Server.

¢ Virtual Machine Root Cause (vmRC) Support will add the unique capability of root-cause
analysis for Windows or Red Hat Linux guest operating systems purchased directly from
Stratus.

Professional Services

In addition, Stratus Professional Services will be offered to get virtualization efforts up and
running quickly, and to support uptime requirements throughout the solution lifecycle. Services
for ESX Server, virtualization design and virtualization deployment include:

VMware Jumpstart installation service

Virtualization Assessment

Virtualization Design and Implementation

Physical to Virtual Server Migration

Usage Scenario: The Manufacturing Plant

Though virtualization is most frequently associated with the data center — due to the high
concentration of servers, applications and IT expertise present there — the benefits of
virtualization are just as great, if not greater, in the manufacturing plants. These sites, often
distant from the corporate data center, have rigorous availability requirements that VMware and
Stratus address while simplifying many of the IT support tasks involved in deploying and
maintaining complex IT solutions.

VMware and Stratus can provide extremely high levels of availability at the plant level without
requiring the extensive infrastructure found at the data center, including the switched fabric SAN
that typically comes with virtualization. Options are:

e Asingle-system option offers a single fault-tolerant Stratus server running VMware ESX
Server. This configuration provides protection for all classes of hardware and software failure,
but will require downtime for ESX Server upgrades. The benefits of VMware HA, DRS and
VMotion are not available in this configuration.

e Adual-system option includes ftScalable™ storage, a shared-storage subsystem available

from Stratus. This configuration adds the capabilities of VMware HA, VMware DRS and
VMotion purchased and supported by a single supplier.
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In addition, ESX Server virtual machines will run identically on Stratus and non-Stratus
server hardware. VMware HA, VMware Distributed Resource Scheduler (DRS) and VVMotion
will work between Stratus and non-Stratus server hardware. A Stratus server along with a
standard server, both connected to Stratus’ ftScalable storage can provide the benefits of VI3 in a
simple, affordable configuration.

Figure 3: Virtualization Example at the Manufacturing Plant
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Above, five-nines applications run on the Stratus ftServer system. A non-fault-tolerant server can
stand in for the Stratus server during periods of planned maintenance.

Desirable Benefits Without Undesirable Risks

As previously discussed, VMware V13 and Stratus Continuous Availability ftServer systems
together offer outstanding capabilities for handling unplanned outages, planned downtime,
disaster recovery/business continuity and ongoing support. This extremely reliable base likewise
lets manufacturers benefit from sought-after advantages of virtualization with the highest possible
confidence:

e Server consolidation. Among the applications that have become integral to daily production
and recordkeeping at manufacturing facilities are MES, data historian and distributed human-
machine interface (HMI) software. Today each of these applications may be deployed on its
own physical server hardware, even though a given application tends to use only a small
percentage of the hardware’s computing capacity. Virtualization provides a path to server
consolidation, but unacceptable exposure exists if the underlying platform — including
hardware, virtualization software layer and drivers — is not robust enough.

e Extended application lifecycles. Manufacturing companies want to ensure stability and
reduce risk by avoiding changes to the software application and the operating system for as
long as possible. Virtualization removes hardware dependencies, permitting older OS
versions to run as virtualized guests with the newest processors and 1/0 devices. The ability
to upgrade to newer hardware allows the lifecycles of applications to be readily extended.
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e Speed and ease of provisioning. Standardized virtual machine(s) can be created that consist
of software files including the application and an operating system. The virtual machine can
be copied onto a server in a matter of minutes when additional capacity is required, or when
an identical application configuration is needed at another site. The virtual machine can be
qualified and tested in advance to verify it will work as expected.

o Application development and testing. Development and testing have traditionally required
separate hardware for each different software environment and hardware configuration used
in production. With virtualization, using a much smaller set of hardware — or perhaps even
shared use of production hardware — becomes possible. Test and development environments
can be isolated on their own virtual machine(s); separate virtual environments can be set up
for each unique software configuration.

Conclusion

With VMware V13, the most widely deployed virtualization software suite, and Stratus ftServer
systems, the premier Continuous Availability servers, manufacturers are gaining new options for
managing uptime and complexity of MES and other mission-critical applications across their
lifecycles. As market leaders in their respective areas, VMware and Stratus are well-positioned to
deliver on the high productivity, low costs and risk reduction that are priorities at the plant level.

About Stratus Technologies

Stratus Technologies is a global solutions provider focused exclusively on helping its customers
achieve and sustain the availability of information systems that support their critical business
processes. Based upon its 28 years of expertise in server and services technology for continuous
availability, Stratus is a trusted solutions provider to customers in manufacturing, life sciences,
telecommunications, financial services, public safety, transportation & logistics and other
industries. For more information, visit www.stratus.com.

Specifications and descriptions are summary in nature and subject to change without notice.

Stratus, ftServer and Continuous Processing are registered trademarks, and ftScalable, ActiveService and the Stratus
Technologies logo are trademarks, of Stratus Technologies Bermuda Ltd. VMware and VVMotion are registered
trademarks or trademarks of VMware, Inc. in the United States and/or other jurisdictions. Microsoft, Windows and
Windows Server are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or
other countries. The registered trademark Linux is used pursuant to a sublicense from the Linux Mark Institute, the
exclusive licensee of Linus Torvalds, owner of the mark on a worldwide basis. Red Hat and Enterprise Linux are
registered trademarks of Red Hat, Inc. in the United States and other countries. Intel and Xeon are registered
trademarks of the Intel Corporation in the United States and other countries. Solaris is a trademark or registered
trademark of Sun Microsystems, Inc. in the United States and other countries. All other trademarks and registered
trademarks are the property of their respective holders.

© 2008 Stratus Technologies Bermuda Ltd. All rights reserved.
X958

VMware and Stratus: A Manufacturing Industry Guide Page 8



	Abstract
	Continuous Availability and Virtualization in Lifecycle Management
	 Addressing Availability and Complexity Challenges
	 Server Hardware Failure 
	Operating System Failure 
	Application Failure 
	 Server Hardware Maintenance 
	Operating System Maintenance 
	Application Maintenance 
	 Disaster Recovery/Business Continuity 
	Customer Support and Service
	Professional Services 

	Usage Scenario: The Manufacturing Plant 
	Desirable Benefits Without Undesirable Risks

	Conclusion 
	About Stratus Technologies 


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


